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CEPHEID INFORMATION SECURITY TERMS AND CONDITIONS 

This Information Security Terms and Conditions Agreement (the "ISTC") is entered into by and between 

Cepheid (as defined in the Agreement) and Vendor (as defined in the Agreement) and shall continue in 

full force and effect for the duration of the Agreement.  Cepheid and Vendor are hereafter individually 

referred to as a “Party” or collectively as the “Parties”.   

In consideration of the mutual covenants and promises contained herein, the Parties, intending to be legally 

bound, hereby agree as follows: 

RECITALS 

WHEREAS, Vendor provides or will provide products, services, software, or other deliverables to 

Cepheid or its Affiliates pursuant to one or more agreements between the Parties (each, an "Agreement"); 

WHEREAS, Cepheid requires that all vendors processing Cepheid Data maintain appropriate security 

measures to protect the confidentiality, integrity, and availability of such data; 

WHEREAS, the Parties desire to establish binding information security requirements that Vendor shall 

maintain at all times when Processing Cepheid Data or accessing Cepheid systems; and 

NOW, THEREFORE, for good and valuable consideration, the receipt and sufficiency of which is 

hereby acknowledged, the Parties agree as follows: 

 

1. GENERAL PROVISIONS 

1.1 Incorporation. This ISTC is attached to and incorporated into any Agreement between Cepheid 

(including its Affiliates and subsidiaries) and Vendor. These Information Security Terms do not limit the 

Vendor's obligations or Cepheid’s rights under the Agreement. 

1.2 Order of Precedence. To the extent of any conflict or inconsistency between the provisions in the 

Agreement and these Information Security Terms, the terms of this ISTC shall prevail with respect to 

all matters relating to information security, cybersecurity, data protection, and related obligations. 

1.3 Minimum Requirements. This ISTC outlines the minimum requirements for cyber, physical, and 

supply chain security that the Vendor is required to maintain during the term of the Agreement. Cepheid 

requires that all vendors maintain an information security program that includes appropriate technical, 

physical, and organizational measures to ensure the confidentiality, authenticity, security, integrity, and 

availability of Cepheid Data. These Information Security Terms represent the minimum security 

requirements for any vendor Processing Cepheid Data. 

1.4 Insurance. Vendor shall maintain cyber liability insurance coverage of no less than Two Million 

Dollars ($2,000,000) per occurrence and Ten Million Dollars ($10,000,000) in aggregate and shall 

provide a certificate of insurance upon request. 
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2. DEFINITIONS 

2.1 "Cybersecurity Standards Framework" means any broadly recognized framework of cybersecurity 

or information security controls or best practices, including, but not limited to, the NIST Cybersecurity 

Framework, ISO 27001, and the CIS Critical Security Controls. 

2.2 "Cepheid Data" means all data, records, files, content, or information, in any form or format, 

acquired, accessed, collected, received, stored, or maintained by Vendor from or on behalf of Cepheid or 

its affiliates, or otherwise in connection with the Agreement, the services provided under the Agreement, 

or the Parties' performance of or exercise of rights under or in connection with the Agreement or 

information derived therefrom. 

2.3 "Process," "Processing," or "Processed" means any operation or set of operations that is performed 

on Cepheid Data or on sets of Cepheid Data, whether or not by automated means, including access, 

obtaining, collection, recording, organization, structuring, storage, adaptation, alteration, retrieval, 

consultation, use, disclosure, transmission, dissemination, making available, alignment, combination, 

restriction, erasure, or destruction. 

2.4 "Security Incident" means actual or suspected unauthorized disclosure, access, acquisition, 

processing, transfer, or disposal of Cepheid Data, or an event or occurrence that poses a threat to the 

confidentiality, authenticity, integrity, or availability of Cepheid Data or of the services offered by, or 

accessible via, network and information systems. 

 

3. GENERAL PRODUCT AND SERVICES CYBER AND SUPPLY CHAIN 

SECURITY 

3.1 Security Incident Notification 

Vendor must promptly notify Cepheid of any Security Incident, without undue delay (and no later than 

twenty-four (24) hours) following Vendor's discovery of any Security Incident. The initial written report 

should include, as understood at the time: 

(a) discovery and security incident dates; (b) description of the incident; (c) impact summary for Cepheid; 

(d) cause overview; and (e) immediate and planned mitigation steps to address and prevent recurrence. 

3.1.1 If information regarding the issue, impact, or cause of the Security Incident is unavailable, an initial 

notice will be given and further details and updates provided within a reasonable time after discovery. 

Cepheid may request supplementary reports, details, and investigative information as needed. 

3.1.2 If Vendor is required by law or a law enforcement agency to withhold notification, it shall do so 

until such time as notification is permitted. During this period, Vendor will document all relevant 

notification details, the rationale for withholding such notification, and any supporting law enforcement 

documentation, which will be made available to Cepheid upon request. 
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3.2 Incident Response 

Vendor must maintain a Security Incident response plan aligned with a recognized Cybersecurity 

Standards Framework, covering the identification, assessment, escalation, response, reporting, 

remediation, and mitigation of Security Incidents. Upon request, Vendor will provide the plan for review 

and may redact proprietary or privileged information. 

3.2.1 If a Security Incident originates from software, hardware, equipment, or services provided by 

Vendor, Vendor shall promptly develop and implement appropriate remediation actions to mitigate both 

immediate and similar future risks to Cepheid. Vendor will reasonably cooperate with Cepheid to assist 

Cepheid in understanding the scope of the Security Incident as it applies to Cepheid or Cepheid Data and 

in Cepheid’s efforts to minimize any potential harm to Cepheid or Cepheid Data. 

3.2.2 At Vendor's sole cost and expense, Vendor shall promptly and fully cooperate with Cepheid in the 

investigation, mitigation, remediation, and response to any Security Incident. Such cooperation shall 

include, without limitation: 

(a) performing root-cause analyses; (b) preserving and providing access to relevant records, logs, systems, 

and personnel; and (c) supporting Cepheid in any regulatory inquiries, legal actions, or corrective 

measures arising from the Security Incident. 

In addition, Vendor shall cooperate with Cepheid in preparing and delivering any legally required 

notifications to affected individuals, regulators, or other third parties as mandated by applicable law. 

Cepheid shall have the exclusive right to determine the content, method, timing, and recipients of all 

notifications related to a Security Incident involving Cepheid Data. 

3.3 Vulnerability Disclosure 

Upon identification of a vulnerability affecting systems, applications, data, or services associated with 

Cepheid, Vendor shall notify the applicable Cepheid contact. Disclosure is in addition to any other 

notification obligations set forth in this ISTC or required by applicable law or regulation. 

3.3.1 Vendor shall, prior to delivery of any product or service under the Agreement, disclose to Cepheid 

all known, publicly reported, or internally identified vulnerabilities, defects, or weaknesses associated 

with such product or service. Such disclosure shall include, at a minimum: 

(i) a summary of the vulnerability or defect; (ii) relevant documentation or references (including CVE 

identifiers, if applicable); (iii) potential security or operational impacts; (iv) remediation status; (v) 

available patches or updates; (vi) recommended mitigation steps, compensating controls, or procedural 

workarounds; and (vii) anticipated timelines for full resolution. 

3.3.2 If Vendor becomes aware of any vulnerability, weakness, or material defect at any time during the 

term of the Agreement, Vendor shall notify Cepheid in writing within thirty (30) calendar days of 

discovery and provide the information described above. Vendor shall also provide regular updates until 

the issue is fully remediated. 

3.3.3 Vendor shall disclose any known mechanisms that could bypass authentication or security controls 

(including hardcoded credentials, hidden accounts, maintenance ports, debug modes, or other 

"backdoors"). Vendor shall provide written certification that all such mechanisms have been permanently 

removed or disabled and that no unauthorized access pathways exist in any delivered product or service. 
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3.3.4 Vendor will not knowingly withhold, delay, or fail to disclose any vulnerability or defect that could 

reasonably impact the confidentiality, integrity, or availability of Cepheid Data, systems, or operations. 

3.4 Hardware, Firmware, Software Authenticity 

Vendor must establish, document, and maintain risk-management practices for supply-chain security of 

hardware, software (including patches and updates), and firmware delivered under the Agreement, 

consistent with generally accepted industry standards throughout the product lifecycle, including 

development, delivery, support, and end of life. 

3.4.1 For physical components, Vendor shall maintain and, upon request, provide documentation 

regarding: 

(i) its chain-of-custody procedures; (ii) inventory management (including details on location and 

protection of spare parts); (iii) information protection measures; (iv) integrity management for 

components supplied by sub-tier vendors; (v) instructions for requesting replacement parts; and (vi) 

commitments to supply spare parts for a commercially reasonable time period. 

For physical deliveries, Vendor shall use secure, trackable, and tamper-evident methods reasonably 

appropriate for the product and destination. 

3.4.2 Vendor shall provide Cepheid a reasonable method for Cepheid to identify the country of origin of 

products and major components, including the location(s) of hardware manufacturing and the 

build/compile location(s) for software/firmware. Vendor will specify the countries involved in product 

development, manufacturing, maintenance, and support services. Any changes to the list of countries for 

maintenance or services must be reported to Cepheid in writing at least ninety (90) days before they take 

effect. 

3.4.3 Vendor is required to supply a software bill of materials ("SBOM") and a hardware bill of materials 

("HBOM") for any procured products provided under the Agreement, listing all components and relevant 

metadata. The SBOM must be provided in a commonly accepted machine-readable format (e.g., SPDX or 

CycloneDX) and include component names, versions, suppliers, dependencies (including transitive), 

license information, and known vulnerability identifiers (e.g., CVEs), updated at least upon major release 

or security patch. SBOMs must also include licensed products. The HBOM must list major components 

and relevant metadata sufficient to support risk assessment and maintenance planning. If the SBOM or 

HBOM is incomplete due to factors beyond the Vendor's reasonable control, Vendor shall provide a 

written summary of gaps and a plan and timeline to update the information once available. 

3.4.4 Cepheid may inspect Vendor products under the Agreement to confirm details or develop an 

SBOM/HBOM. Inspections can be conducted by Cepheid or a selected third party. 

3.4.5 Vendor shall use commercially reasonable efforts to ensure the SBOM/HBOM and related 

disclosures are accurate, complete, and kept reasonably up to date. If Cepheid identifies a material 

inaccuracy or misrepresentation in the SBOM and/or HBOM related to Vendor products procured and 

supported under the Agreement, Cepheid may take remediation actions it considers appropriate, which 

may include removal of the assets. 

3.4.6 Vendor shall comply with all obligations under Regulation (EU) 2024/2847 of the European 

Parliament and of the Council of 23 October 2024 on horizontal cybersecurity requirements for products 
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with digital elements and amending Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive 

(EU) 2020/1828 (Cyber Resilience Act). 

3.5 Viruses, Malware, and Patch Management 

Vendor shall ensure that all hardware, software (including open source components), firmware, and 

related deliverables provided under the Agreement receive timely updates to address newly identified 

vulnerabilities or weaknesses within thirty (30) days of identification. Updates intended to resolve critical 

vulnerabilities must be supplied within a shorter timeframe, specifically within seven (7) days. If Vendor 

is unable to integrate, test, and release an update within these designated timeframes, Vendor shall provide 

recommended mitigation strategies, including exploit detection methods, and/or workarounds within 

forty-eight (48) hours. 

3.5.1 Vendor must confirm, in writing, that all supplied products, including third-party hardware, 

software, and firmware components, are updated and patched before delivery to Cepheid. 

3.5.2 If Vendor supplies software or patches to Cepheid, they must also provide a FIPS 140-2-compliant 

(or commercially equivalent cryptographic) hash so Cepheid can independently verify their integrity. 

3.5.3 At Cepheid’s request, and if permitted by applicable confidentiality or legal restrictions, Vendor will 

specify how digital delivery of procured products (such as software and data) is validated and monitored. 

Where possible, Vendor will use industry-standard encryption technology to protect products during 

delivery. 

3.5.4 Unless Cepheid provides written approval, Vendor shall not knowingly provide products and 

services that rely on outdated, unsupported, or end-of-life third-party components. 

3.5.5 Before delivering products or services, or connecting any electronic devices to Cepheid’s systems, 

Vendor must confirm, in writing, its compliance with the Vulnerability and Patch Management Program 

requirements stated herein. 

3.5.6 Vendor will use commercially reasonable efforts to check any software, firmware, files, scripts, or 

patches for viruses, malware, or malicious code before providing them to Cepheid. For third-party 

software or patches, Vendor will also use commercially reasonable efforts to ensure the third-party checks 

for viruses or malware before providing the software or patches to Cepheid. 

3.5.7 Vendor represents that, to its knowledge, all software, firmware, scripts, files or patches delivered 

to Cepheid under the Agreement do not contain (i) viruses, malware, or other malicious code, or (ii) code 

intended to disable, harm, or impair system functionality. For third-party software or patches, Vendor will 

make reasonable efforts to ensure no disabling or damaging code is introduced. 

3.5.8 If any files, scripts, firmware, or software delivered by Vendor (including third-party components) 

are flagged by antivirus or other security tools as potentially malicious, Vendor must promptly provide a 

technical explanation or justification to confirm whether a detection is a "false positive" and to verify the 

integrity of its code supply chain. 

3.5.9 If a virus or malware is introduced into Cepheid’s systems or products as a result of Vendor's breach 

of these Terms, Vendor must, upon Cepheid's written request and at Vendor's own expense, take all 

commercially reasonable steps to remove the malicious code. If such event causes loss of efficiency or 
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data, Vendor must either (i) assist Cepheid with data recovery where obligated under the Agreement, or 

(ii) use commercially reasonable efforts to help restore efficiency and mitigate any damage. 

3.6 Data Integrity and Cryptographic Requirements 

Upon Cepheid’s request, Vendor must provide documentation describing the cryptographic mechanisms 

used in products or services delivered under the Agreement, including how their cryptographic system 

ensures confidentiality, data integrity, authentication, and non-repudiation for device communications and 

data flows. The documentation should specify: 

(i) the cryptographic algorithms or methods used (e.g., SHA-256, AES-128, RSA, DSA-2048) and their 

implementation; and (ii) procedures for key generation, distribution, validation, and revocation during 

deployment and throughout the operational lifecycle. 

3.6.1 Vendor will use FIPS 140-2 (or equivalent) approved cryptographic methods for encryption, key 

protection, and secure communication where such functions are used in the product. 

3.6.2 Vendor will provide or support an automated remote key update method that preserves the 

confidentiality and integrity of cryptographic keys during transmission and storage. 

3.6.3 Vendor will implement secure processes for management of cryptographic keys, including: 

(i) support for configurable cryptoperiods as agreed to by Vendor and Cepheid; (ii) the ability to perform 

remote key updates or rotations for all devices with mutually agreed timeframes during normal operations; 

and (iii) the capability to perform emergency rekeying remotely, or if remote execution is not feasible, 

onsite within thirty (30) days. 

3.6.4 Vendor shall ensure that there is the capability to update or replace cryptographic primitives or 

algorithms in a secure manner if required due to deprecation, emerging vulnerabilities, or changes in 

security standards. 

3.7 Vendor Access to Cepheid Systems 

Vendor shall coordinate all remote access to Cepheid’s systems and networks with Cepheid, regardless of 

whether such access is interactive or system-to-system, with Danaher Information Security Policy and 

Standards. Vendor must adhere to all processes and controls established by Cepheid for both interactive 

remote access and system-to-system remote access, including any sessions initiated at the request of 

Cepheid. 

3.7.1 If Vendor, or any affiliate, subcontractor, or service provider to Vendor, accesses Cepheid’s systems 

or networks, they must comply with all Cepheid processes for interactive remote and system-to-system 

access per Information Security Policy and Standards. Vendor also agrees to implement the protective 

measures below, even if not specifically outlined in Cepheid’s remote access processes: 

(a) Vendor shall ensure that any personnel only access Cepheid’s systems or networks with Cepheid’s 

prior written authorization and in full compliance with all the requirements of this Section. 

(b) Vendor shall use industry standard methods to protect access credentials in storage, in transit, and 

during authentication. All remote access shall use encryption for authentication to reduce the risk of 

credential exposure. 
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(c) Vendor must ensure its personnel do not use remote-access tools, VPNs, or devices that permit 

simultaneous connection between Cepheid systems and Vendor or third-party environments in a manner 

that creates split-tunneling or exposes Cepheid systems to untrusted networks. 

(d) Vendor shall only use remote access methods that comply with Cepheid’s control policies. 

(e) Vendor shall provide Cepheid with the full name, phone number, and email address of each individual 

authorized to access Cepheid’s systems. Vendor shall promptly update this list whenever personnel 

changes occur. 

(f) Vendor must ensure each of their personnel has a unique user ID when accessing Cepheid networks. 

Shared accounts or generic credentials are strictly prohibited. 

3.8 Subcontractors 

Vendor shall not engage subcontractors that materially support the services without Cepheid’s prior 

written approval (not to be unreasonably withheld). Vendor shall flow down obligations substantially 

equivalent to this ISTC to all approved subcontractors and remain fully responsible for their performance. 

 

4. CYBERSECURITY PROGRAM 

Vendor must maintain a written cybersecurity program aligned with a Cybersecurity Standards 

Framework. The following security controls must be in place: 

4.1 Governance and Oversight. Vendor must designate an individual responsible for overseeing the 

development, implementation, and maintenance of Vendor's cybersecurity program. Vendor's senior 
management shall be accountable for oversight of the cybersecurity program and compliance with this 

Agreement, including allocation of adequate resources and periodic review of key risk indicators. 

4.2 Asset Identification and Management. Vendor shall maintain documented processes to identify, 

inventory, classify, and manage assets—including systems, applications, devices, data stores, and 

information—relevant to the products or services provided under the Agreement. These processes should 

include the maintenance of an asset inventory where assets are classified based on sensitivity, criticality 

and risk, as well as the application of appropriate administrative, technical, and physical controls to 

mitigate Security Incidents involving high-risk or critical assets. 

4.3 Risk Assessment Process. Vendor must identify, prioritize, and mitigate security risks to all systems 

and data related to the services provided. 

4.4 Access Controls and Management. Vendor shall implement processes for provisioning, approving, 

reviewing, and promptly removing access to its systems and data, including privileged and remote access. 

4.5 Authentication. Vendor must implement controls to monitor, identify, verify, and authenticate users 

of Vendor systems and data. This includes remote access and enhanced controls like multifactor 

authentication. 
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4.6 Configuration and Change Management. Vendor shall maintain secure configurations and baselines 

for hardware, software, and firmware components. Procedures must be implemented to ensure timely 

updates in the event of asset additions, modifications, or removals. 

4.7 Information Protection. Vendor is responsible for establishing procedures to identify, classify, 

protect, manage, and dispose of confidential and protected data, in accordance with applicable laws. 

4.8 Security Monitoring and Detection. Vendor shall implement continuous monitoring, logging, and 

threat detection, including security monitoring and detection capabilities (including SIEM or equivalent 

tools) to: 

(i) ensure the early detection of unusual, abnormal, unauthorized, or malicious activities; and (ii) provide 

an audit trail of each system and transactional activity for subsequent review. 

Vendor must implement processes for initial analysis, escalation, and review of detected threats and 

Security Incidents, with instructions for prioritizing and initiating incident response actions. Vendor shall 

retain security event logs and incident records relevant to the services for not less than twelve (12) months 

online and twenty-four (24) months archived, unless longer retention is required by law or to investigate 

a Security Incident. 

4.9 Incident Response. Vendor is required to create and maintain a Security Incident response plan 

aligned with an established Cybersecurity Standards Framework. The plan must include procedures to 

identify, assess, escalate, respond to, report, remediate, and mitigate Security Incidents. 

4.10 Password Requirements. Vendor must set policies for password complexity, regular updates, reuse 

limits, failed attempt lockout, and escalation. 

4.11 Patch and Vulnerability Management. Vendor must establish a program to monitor new patches, 

assess their relevance, and implement them promptly, especially for high-risk assets. The program should 

include processes for review, approval, exceptions, and mitigation when timely patching is not possible. 

It must also address remediation of newly discovered zero-day vulnerabilities. 

4.12 Security Assessments. Vendor must regularly perform security assessments, including vulnerability 

and penetration tests. 

4.13 Network Segmentation. Vendor must divide its networks into segments or security zones to mitigate 

the risk of unauthorized lateral movement between and within networks. 

4.14 Data Isolation. Vendor must separate Cepheid Data from non-Cepheid Data using either physical 

means (e.g., separate devices, computers, servers, or other dedicated hardware) or logical means (e.g., 

separate tables, folders, or files). 

4.15 Data Disposal. Cepheid Data that is no longer required for Vendor to carry out services for Cepheid 

will be disposed of, destroyed, or erased using either documented industry best practices or secure third-

party methods, with the availability of a certificate of destruction upon request. 

4.16 System Backup and Recovery. Vendor is required to implement system redundancies and maintain 

backups for all critical assets and data, conduct regular drills and backup tests, and establish a documented 

plan for backup and recovery in case of cybersecurity incidents, disasters, or events resulting in downtime 

or system/asset failure. This shall include business continuity planning and defined recovery time 
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objective/recovery point objective (RTO/RPO) appropriate to the services. Vendor shall test its business 

continuity and disaster recovery plans at least annually and after material changes; upon request, Vendor 

will provide an executive summary of test outcomes and corrective actions. 

4.17 Program Assessment and Audit. Vendor is to establish requirements for regular self-assessment 

and third-party evaluation of its cybersecurity program. Upon reasonable request (no more than twice per 

year unless triggered by a Significant Incident in the meaning of NIS2), Vendor shall provide evidence of 

its security program, such as policies, summaries of risk assessments, audit reports (e.g., ISO/IEC 27001 

certificate, SOC 2 report), penetration test executive summaries, and remediation tracking. Cepheid (or an 

independent auditor bound by confidentiality) may perform a security audit of Vendor's relevant controls 

upon thirty (30) days' notice, subject to reasonable time, place, and manner limitations. 

4.18 Training, Communications, and Awareness. Vendor must provide enterprise-wide training and 

communications to ensure all personnel understand security requirements. Those responsible for controls 

must have relevant experience and complete regular, role-specific cybersecurity training. 

4.19 Physical Security. Vendor must ensure that appropriate security perimeters and entry controls are in 

place to prevent unauthorized physical access, damage, and interference to systems processing Cepheid 

Data. 

 

5. GENERAL PROVISIONS 

5.1 Governing Law. This ISTC, and all claims or causes of action that may be based upon, arise out of 

or relate to this ISTC, shall be exclusively governed by and construed in accordance with the internal laws 

of the State of New York, and not the laws governing conflicts of laws (other than Sections 5-1401 and 

5-1402 of the New York General Obligations Law) of the State of New York. 

5.2 Amendments. This ISTC may not be varied, modified, altered, or amended except in a writing signed 

by authorized representatives of the Parties. 

5.3 Severability. In the event that any term or provision of this ISTC shall be held to be invalid, void or 

unenforceable, then the remainder of this ISTC shall not be affected, impaired or invalidated, and each 

such term and provision of this ISTC shall be valid and enforceable to the fullest extent permitted by law. 

5.4 Survival. The provisions of this ISTC that by their nature should survive termination or expiration of 

any Agreement shall so survive, including all obligations related to Security Incident notification, 

cooperation, data disposal, and indemnification. 

5.5 Counterparts. This ISTC may be signed in any number of counterparts, each of which shall be an 

original, with the same effect as if the signatures thereto and hereto were upon the same instrument. 

 

 

 

[End of Information Security Terms and Conditions] 


